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Abstract: The encrypted DNS protocol was originally designed to protect DNS communication privacy between us-
ers and recursive resolvers (user-recursive side). Currently, encrypted DNS communication has been widely de-
ployed. However, DNS communications between recursive resolvers and authoritative servers (recursive-
authoritative side) still faced significant privacy threats. To address this issue, the Internet Engineering Task Force
(IETF) officially released RFC 9539 in February 2024, which utilized the encrypted DNS protocol to protect DNS
communication privacy on the recursive-authoritative side. Focusing on the privacy benefits of deploying the en-
crypted DNS protocol on the recursive-authoritative side, a method to evaluate the privacy benefits of domain
names was proposed. The method defined three levels of privacy benefits by analyzing the number of domain
names hosted by authoritative servers of the target domain name. Combined with the zone files of 1058 top-level
domains, the privacy benefit level was determined for 2.43 million popular domain names and 40 thousand sensi-
tive domain names. The results showed that over 90% of domain names could achieve privacy protection through
the deployment of encrypted DNS on the recursive-authoritative side. However, 6.28% of sensitive domain names
could not benefit from such deployment. In addition, some popular domain names also did not gain privacy ben-
efits. Compared to large domain hosting providers, smaller providers could offer higher privacy benefits for domain
names. Administrators were advised not to deploy domains on authoritative servers that hosted only a single do-

main name, which significantly compromised the privacy protection effectiveness of encrypted DNS protocol de-

10 %

ployment on the recursive-authoritative side.
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Figure 1  Principles of privacy benefit level classification
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Table 1 Privacy benefits levels assessment result
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Table 2 Privacy benefit levels for domains
of different popularity

He44 (SR R AL 32 1 RN 34

A7 100 91.45% 6.58% 1.97%
7l 1000 92.43% 5.91% 1.66%
IRV 92.86% 6.24% 0.90%
710 /3 94.10% 5.20% 0.70%
R 100 /5 96.07% 3.45% 0.48%
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Table 3 Top 5 popular domain hosting providers with k-anonymity of authoritative servers

AT k- 44 LT 2 BRI S5 280 & AL A
AS39921 Rackspace Ltd. 1959.17 6 169 086
AS37963 CNNIC 1 940.18 102 234 145
AS47836 SC Web Software Development SRL 1797.5 2 70 623
AS4837 China Unicom Jiangsu Province Network 1042.43 22 288224
AS28299 Cyberweb Networks Ltd. 1030.83 12 281 381

x4 WERSRN-EREARA S MBRERHEER

Table 4 Top 5 sensitive domain hosting providers with k-anonymity of authoritative servers

BAAFEE R k- 44 LT 2 BUBIR 55 4307/ & FEE A HR
AS27257 Webair 7 648.0 8 1
AS37963 CNNIC 30304 102 45
AS37963 Hangzhou Alibaba Advertising Co., Ltd. 2 408.98 236 3
AS17816 China Unicom Guangdong Province Network 2364.5 9 1
AS29066 Host Europe GmbH 2160.9 594 123
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